IHpuiaoxenue Ne2. UHpopMAIHOHHAS NAMATKA ISl 00y4a0IIUXCH
JJIS pa3MelieHus Ha opuunaabHbIX UHTEepHeT-pecypcax

C KaXXJIbIM TOJOM MOJIOJACKHU B HWHTCPHCTC CTAHOBUTLCA 6OJIBIHC, a
MKOJbHUKKM OJHH M3 CaMbIX AKTHBHBIX MOJIb30BaTENeH PYHGTa. MC)KIIy TCM,
IIOMHMO OI'POMHOI'0 KOJIMYCCTBA BO3M0>KHOCT€I>1, HHTCPHCT HCCCT U HpO6HeMBI.
OTa namsTKa JOJIDKHA ITIOMOYb Tebe Oe30macHo HaxoOUuTbBCA B CCTH.

Komnviomepuvle supycol

KoMmnpioTepHbslif BUPYC — 3TO Pa3HOBUIHOCTH KOMITBIOTEPHBIX MPOTPaMM,
OTIIMYUTEIBHON 0COOEHHOCTBhIO KOTOPOU SIBISETCSA CIIOCOOHOCTh K Pa3MHOKEHHIO.
B nomonHeHue K 3TOMy, BUPYChl MOTYT MOBPEAUTH WJIH MOJHOCTHIO YHUUYTOKUTH
Bce (haiiyipl ¥ JaHHBIC, TOJKOHTPOJIBHBIE TIOJIB30BATENI0, OT UMEHU KOTOPOTO Obliia
3alyIieHa 3apak€HHas MpOorpaMMa, a TAaKKe MOBPEIUTh WM JaKe YHHUYTOXHUTH
OIEPALMOHHYIO CHUCTEMY CO BceMu (aiimamu B 1esioM. B GosibIIMHCTBE ciyyaes
PacIpOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MeTobl 3alIUThI OT BPEIOHOCHBIX MPOrPAMM:

1. HUcnonb3yil  COBpEMEHHBIE  OIEpPAllMOHHBIE  CHUCTEMBI, HMEIOLIUE
CEpBhE3HBIN YPOBEHD 3alUTHI OT BPEIOHOCHBIX MPOrPAMM;

2. IlocTtosstHHO ycTaHaBnuBail mayTH (IUGPOBBIE 3aIUIaTKH, KOTOPbIE
ABTOMATUYECKH YCTaHABIUBAIOTCS C IEIbI0 JOPAaOTKU MPOrpaMMbl) U
Ipyrue OOHOBJIEHHUSI CBOEM ONEpallMOHHOM cucteMbl. CkauumBail HX
TOJBKO ¢ odunmanbHOro cairta paszpadotunka OC. Eciaum cyimiectByeT
PEXKUM aBTOMATUYECKOTO OOHOBJICHHUS, BKIIFOUH €T0;

3. Paboraii Ha cBoeM KOMITBIOTEpE IIOJ] TpaBaMU IIOJb30BaTENsA, a HE
aAMUHUCTpAaTOpa. ODTO HE TMO3BOJUT OOJBUIMHCTBY BPEIOHOCHBIX
MPOTpaMM MHCTAJUTUPOBATHLCS Ha TBOEM MEPCOHAIIBHOM KOMITBIOTEPE;

4. Vcnonp3yid aHTUBHUPYCHBIE TMPOTPAMMHBIE TIPOJYKTHI  HM3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpanudb GU3MYECKHI TOCTYI K KOMIBIOTEPY JIJIsi TOCTOPOHHUX JIHII;

Hcnions3yil BHEITHUE HOCUTENW WH(OpPMAIUK, Takue Kak (Iemka, JUCK

WK ¢aiin U3 HTEPHETA, TOJIBKO U3 MPOhEepPEHHBIX HCTOYHUKOB,;

7. He oTkpmiBail KOMMbIOTEpHBIE (Dailsibl, MOTYYEHHBIE W3 HEHAIEXKHBIX
MCTOYHHUKOB. Jlaxke Te (Qaiipl, KOTOpbhIE MpHUCTAT TBOW 3HAKOMBIH.
Jlydiie yTOUHH Y HETO, OTIIPABJISUT JIK OH TeOE UX.

o

Cemu WI-FI

Wi-Fi - 310 He BUJ mepeaun JaHHbBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OPCH],
mapka. Eme B 1991 rony HuaepiaHjckass KOMIAHUSI 3aperucTpupoBaja OpeH]I
«WECA», uro oOo3nauano cnoBocoueranue «Wireless Fidelity», kotopsbrit
NEPEBOIUTCS KaK «0eCcrpOBOAHASI TOUHOCTDHY.
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Jlo Hailero BpeMeHH Jioluia apyras abopeBuarypa, KotTopas sBJseTCs TaKOn
e TexHojoruen. Ito abbpematypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C
HAMEKOM Ha CTaHJapT BBICIIMI 3ByKoBOW TexHuku Hi-Fi, uto B mepeBoje
03Ha4YaeT «BBICOKASI TOUHOCTH.

Jla, GecruiaTHBIN WHTEPHET-AOCTYI B Kade, OTeNIAX M adpoIopTax SBISETCS
OTJIMYHOW BO3MOKHOCTBHIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIEepThl CUUTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBstoTCS 0€30MaCHBIMHU.

CogeTsl 10 6e30macHOCTH paboTe B 00men0cTynHbIX ceTsix Wi-fi:

1. He mepenaBaii cBoro JimuHyI0 WHOpMAIUIoO Yepe3 olmeaocTynHbie Wi-
Fi cern. Pabortast B HuUX, *KemaTeNbHO HE BBOAWTH MAPOJIHA JOCTYIIA,
JIOTUHBI ¥ KAaKHE-TO HOMEpa;

2. Ucnonw3yit u OOHOBJISIH aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. Tem
caMbIM Tbl 00€30MacHIllb ce0s1 OT 3aKaYKH BUPycCa Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonws3zoBanuu Wi-Fi orkimoun Qyskiuo «OO0muil gocTyn K
daiinam u npunTepam». JlaHHas (GyHKUUS 3aKphiTa MO YMOJYAHHUIO,
OJIHAKO HEKOTOpbIE TOJB30BAaTEeId AKTUBUPYIOT €€ i ynoOcTBa
UCIIOJIb30BaHUs B paboTe nin ydeoe;

4. He wucnons3yit nyommunbii WI-FI qns mepegaud JNHYHBIX JaHHBIX,
HAIpUMeEp 7Sl BBIXO0/1a B COLIMATbHBIC CETH WU B DJIEKTPOHHYIO TIOUTY;

5. Wnonw3y# Tosbko 3amnuiieHHoe coenunenue uepe3 HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-apeca BBOAU UMEHHO «https://»;

6. B moOmieHOM Tenedone otkmoun (ynkuio «[lonkmodenne k Wi-Fi
aBTOMaTuyeckm». He gomyckail aBTOMATHYECKOTO  MOIKIIOYCHHS
ycTpoiicTBa kK ceTssMm Wi-Fi 6e3 TBoero cormacusi.

COI/!MCUleble cemu

CoumaibHbIC CETH aKTUBHO BXOJIAT B HAIIIY KW3Hb, MHOTHE JIFOAU PaOOTArOT
1 KUBYT TaM IOCTOSTHHO, a B Facebook yike 3apeructpupoBan MuInap1 4ejioBek,
YTO SIBJISICTCS OJHOM CeIbMOM BCEX JKMTEJICH IIaHeThl. MHOTHE IT0JIb30BaTeNId HE
MOHUMAIOT, YTO WH(OpMalMs, pa3MelleHHass UMU B COIIMAIBHBIX CETAX, MOXKET
OBbITh HaliJlcHa W HCIOJb30BaHA KEM YTOJHO, B TOM YHUCJIE HE 0053aTeNbHO C
OJIaruMu HaMEPEHUSIMHU.

OcHOBHBIE COBETHI IO 0€30MACHOCTH B COI[UATBHBIX CETSIX:

1. Orpanuub CHUCOK Jpy3ei. Y TeOsS B JApPYy3bsiX HE JOJDKHO OBIThH
CJIIy4YalHBIX U HE3HAKOMBIX JIIOJIEH;

2. 3amumiail CBOI YacTHYIO XU3Hb. He ykaspiBail mapoiiu, TeiaegoHBI,
azpeca, AaTy TBOErO POXICHUS W JAPYTYI0 JUYHYIO HHGOPMAIIHIO.
3M0yMBINTUICHHUKHA MOTYT MCIOJIb30BaTh JakKe MH(POPMAIIUIO O TOM, KaK
Thl U TBOU POJIUTEIIU IJIAHUPYETE MPOBECTU KAHUKYJIBI;
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3. 3amumiail cBOIO pemyTaluio - JEpKU €€ B YHUCTOTE M 3a/aaBail cede
BOMNPOC: XOTeNA OBl Thl, YTOOBI JApPYrue IMOJb30BATENN BHUJEIH, YTO ThI
3arpyxaems? [logymail, mpex/e yeM 4To-TO ONyOJMKOBaTh, HAIIMCATh U
3arpy3uTh;

4. Ecnu Thl TOBOpULIb C JIIOJbMHU, KOTOPBIX HE 3HACIIb, HE UCIOJB3YHl CBOE
peallbHOE UMsI U APYTYIO JIMYHYIO HHPOPMAIMK: UMsI, MECTO KUTEJIbCTBA,
MECTO yueObl U IIPOYEE;

5. M3b6eraii pasmemenus ¢ororpaduii B UuTepHETE, T/1e ThI M300pakeH Ha
MECTHOCTH, 10 KOTOPOU MOKHO OIPENETUTh TBOE MECTOIOJIOKEHHUE;

6. Ilpu peructpanii B COLMATBHOW CETH HEOOXOJUMO HCIIOJIb30BAThH
CJIO’KHBIE MAapOJIH, COCTOSIIME U3 OYKB M IU(P U C KOJTMYECTBOM 3HAKOB
HEe MeHee §;

7. Jlnsg couuMambHOW CETH, TOYTHl W JPYIrUX CalTOB HEO0OXOIUMO
UCIOJB30BaTh pas3Hble Mmaponau. Torma eciu TeOs B3JIOMArOT, TO
3JI0YMBIIUIEHHUKH TOJy4yaT AOCTYI TOJIBKO K OJJHOMY MECTY, @ HE BO BCE

cpasy.
DnexkmpoHHbvle OeHbeU

SHeKTPOHHBIC JACHBI'M — 3TO OYCHDb y,Z[O6Hblﬁ crroco0 HJIaTG}i(eﬁ, OJHAKO
CymeCTBYIOT MOIICHHHUKHN, KOTOPBIC XOTAT IMMOJYYHUTh O3TH JCHBI'U.

QHCKTPOHHBIC ACHBI'H IIOABHUJIIMCH COBCEM HCOAAaBHO U MMCHHO H3-3a 3TOI'O BO
MHOTHUX IroCyaapCTBax A0 CUX IMOP HC ITPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccun sxe oHM (QYHKITMOHUPYIOT M O HUX YK€ MPOIKCAHO B 3aKOHE, T1Ie
WX pa3JeNIIioT Ha HECKOJbKO BHUJIOB — aHOHHMHBIC U HE aHOHHMMHBIC. Pa3Huia B
TOM, YTO aHOHMMHBIE - 3TO T€, B KOTOPBIX pa3peliaeTcs MPOBOJAUTH ONepaluu 0e3
UJIeHTU(PUKAIINY TT0JIb30BaTENs, a B HCAHOHUMHBIX MJICHTHU(UKAIIUN TTOJIb30BaTEeIs
SIBIISIETCS 00s3aTEIIHLHOM.

Taxxke crnemyer pasnuyaTh DJEKTPOHHBIE (QuaTHbIE ACHBIU (PaBHBI
rOCyJapCTBEHHBIM BAJIOTaM) M DJICKTPOHHbIE He(dUaTHBIE JCHBIM (HE PaBHBI
rOCYyAapCTBCHHBIM BATFOTaM).

OcHOBHBIE COBETHI IO 0€30MacHON padOTE C NEKTPOHHBIMU JIEHbAMU:

1. IlpuBsku K cuery MOOUJBHBIN TeneoH. DTO camblii yOOOHBIM U
OBICTPBIN CIIOCOO BOCCTAHOBUTH IOCTYI K cueTy. [IpuBs3anubiii Tenedon
MOMOKET, €clii 3a0yJelnib CBOM IUIATSXKHBIM TMapoJib WM 3aijiellb Ha
CalT C HE3HAKOMOT'O YCTPOMCTBA,

2. Ucnonw3yit omHopaszoBbie maponu. [locie mepexona Ha YCHUIECHHYIO
aBTOpHU3ALIMIO Tebe yke He OyIeT yrpokaTh OINAaCHOCTb KpPaXH WM
repexsaTa IIaTeXHOro napoJis;

3. Boibepu cnoxsblii mapoib. [IpectynmHukam OyaeT He MpOCTO yraiaTh
CIOXHBIM Taponb. HanexHele naponu — 3TO MApPOJU, KOTOpBIE
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4.

coJepkaT He MeHee 8§ 3HAKOB M BKJIIOYAIOT B ce0s CTPOYHBIE U
NponucHble OYKBBI, HU(PHI U HECKOJIBKO CHUMBOJIOB, TaKME€ KakK 3HAaK
nosnapa, gyHTa, BOCKIMLIATENbHBIN 3HaK U T.1. Hanpumep, $tROng!;;
He BBOM cBOM TMYHBIE JaHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSEIIb.

9ﬂ€Kmp0HHCl}Z nouma

DJIEKTPOHHAS OYTa — 3TO TEXHOJIOTHUS U MPEAOCTABISIEMbIE €10 YCIYTH 10
MEPECHUIKE U MOTYYEHUIO IEKTPOHHBIX COOOIICHUH, KOTOPhIE paCIpeaeNITIOTCS B
KOMITBIOTEpHOU ceTH. OOBIYHO SJICKTPOHHBIA TIOYTOBBIM SIIUK  BBITJISINAT
CJIeTYIONTUM 00pa3oM: UMsI_TOJIb30BaTeIsA(@uMsl_ToMeHa. Takxke KpoMme mepeaadn
MPOCTOT0 TEKCTA, UMEETCS BO3MOKHOCTh NIepeiaBaTh (Pauiibl.

OcHOBHBIE COBETHI IO 0€30IMacCHOM PadOTE C IIEKTPOHHOU MOYTOM:

1.

Hano BbIOpaTh mNpaBUIIbHBIN TMOYTOBBIA CepBUC. B HHTEpHETE ecTh
OTPOMHBIM BBIOOp OECIJIATHBIX IOYTOBBIX CEPBUCOB, OJHAKO Jy4Ile
NOBEPATH TEM, KOTO 3HACIIb U KTO NIEPBbIM B PEUTUHIE;

He yxa3piBaii B 1nuHO# nouTe auuHyto nHopmanuto. Hanpumep, sydiie
BBIOpATh «MY3bIKaIBHBIN (hanat@» umu «pok2013» BmecTo «Temal3»;
Hcrons3yil ABYX3TallHYX0 aBTOPHU3ALMIO. JTO KOIZIA NOMHMMO NapoJs
HY>KHO BBOJUTH KOJI, PUCBUIAEMBIN 110 SMS;

BoeiGepu cioxHbI maponb. Jas KaXIoro Mmo4yToBOro SIMKa JOJIKEH
OBITH CBOM HAJEKHBIN, YCTOMYMBBII K B3JIOMY [1apOJib;

Ecnun ecTp BO3MOXKHOCTH HamucaTb CaMOMY CBOWM JIMYHBIM BOIIPOC,
WCMOJIB3YH 3TY BO3MOKHOCTB;

Hcnonb3yii HECKOJIIBKO TMOYTOBBIX SIIUMKOB. llepBbli 1 4dacTHOM
NEPENUCKU C agpecaTamMH, KOTOPbIM Thl JOBEPSACIIb. JTO 3JIEKTPOHHBIN
ajZipec He HaJ0 UCIO0JIb30BaTh IPU PETUCTpalMU Ha GopymMax U calTax;
He otkpeiBaii ¢aiinbl U Jpyrue BIOKEHHsS] B MUChMax JaXke €ClId OHU
NPULIA OT TBOMX JApy3eH. Jlydile yro4yHU y HUX, OTIPABISIN JU OHU
TeOe 3TH (pailibr;

[locne okoH4yaHust pabOTHl Ha MOYTOBOM CEpBUCE MEpEl 3aKPHITHEM
BKJIQJIKU C CAUTOM He 3a0y/]lb HaKaTh Ha « BRIATIY.

Kubepoynnune unu eupmyanvrnoe uzoesamenbcmeao

KubepOymmuar —  mpecieoBaHHUE  COOOIICHHSMHU,  COJEp KAIUMHU
OCKOpOJICHMSI, arpeccuro, 3aImyTruBaHue; XYJTUTAHCTBO; COIMAIILHOE
OOMKOTUPOBAHUE C TIOMOIILIO PA3IUYHBIX HHTEPHET-CEPBHUCOB.

OcHoOBHBIE COBETHI IO 00pHOE ¢ KHOESPOYTUTHHTOM:
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1. He 6pocatics B 60#. JIyummii crioco0: TOCOBETOBATHCS KaK CeOsl BECTH H,

€CJIM HEeT TOro, K KOMy MOXXHO OOpaTUThCS, TO BHa4alleé yCIIOKOMTHCS.

Eciu Thl HayHemb OTBEYaTh OCKOPOJEHMSIMHM Ha OCKOPOJEHUS, TO

TOJIBKO €I11€ OOJIbILIE PA30KKEIIb KOHDIUKT;

VYmpasisit cBoeil kubeppernyTaiuei;

3. AHOHMMHOCTH B ceTu MHUMas. CyllecTBYIOT CIOCOOBI BBIICHUTB, KTO
CTOWT 3a aHOHHMHBIM aKKayHTOM;

4. He crouT BecTH XyJIMTaHCKUU oOpa3 BHUPTyaJIbHOM Xu3HU. MHTEpHET

¢ukcupyeT Bce TBOM [EWUCTBUSA W COXpaHICT HUX. YJaldUTh UX OyAeT

KpalHe 3aTpyAHUTEIBHO;

Co0mros1ail cBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Urnopupyit enunuunbiii HeraTuB. (OIHOpPA30Bble OCKOPOUTENbHBIC

COO0O0IIeHus JTydllle UTHOpUpoBaTh. OOBIUHO arpeccus MpeKpalaeTcs Ha

Ha4YaJIbHOM CTaJuH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOILIEHUSIMU, B
COLIMAJIbHBIX CETSAX €CThb BO3MOXHOCTh  OJIOKMPOBKH  OTHPAaBKH
COOOILIEHUI C OIPECIICHHBIX aIPECOB;

8. Ecnu TeI cBUneTENb KMOEPOYIMHTa. TBOUM IEHCTBUS: BBICTYIUTH POTHB
peciieoBaTeNsl, IIOKa3aTb €My, 4YTO €ro JEWCTBUS OLEHUBAIOTCS
HEraTUBHO, NOJJEPKATh KEPTBY, KOTOPOM HYyKHa IICHXOJIOTMYECKast
MIOMOILIb, COOOUIUTH B3POCIBIM O (PAKTE arpeCCUBHOIO MOBEICHUS B CETH.

no

o ol

Mobunvruiti meneghon

CoBpemeHHbIe cMapT(HOHBI U MJIAHIIETHI COIEPIKAT B c€O€ BIIOTHE B3POCIIbII
GyHKIIMOHAN, W TENepb OHU MOTYT KOHKYPHUPOBAaTb CO CTAal[MOHAPHBIMHU
KoMmmbioTepamMu. OTHAKO, CPEJICTB 3aIUTHI IS MOJJOOHBIX YCTPOMCTB MOKa OYEHb
Masio. TecTupoBaHME€ W TIOMCK YSI3BUMOCTEH B HUX IPOUCXOAUT HE TaK
WHTEHCUBHO, Kak 11 [1K, To ke camoe kacaeTcss 1 MOOMIIbHBIX MPUITOKCHUT.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl YK€ TPaKTUYECKH JIOTHAIU
HACTOJIbHBIE AHAJOTH, OJIHAKO pacIHIMpeHue (yHKIMOHAla BIe4YeT 3a coOou
OOJBIIYIO CIIO)KHOCTh Y MEHBIITYIO 3aIUIIIEHHOCTD.

Jlanexko He Bce MPOU3BOAMUTEIM BBITYCKAIOT OOHOBJIEHHUS, 3aKpbIBAIOIINE
KPUTHYECKHUE YA3BUMOCTH JIJII CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesedoHa:

1. Hudero He siBisieTCs Mo-HAcTosieMy OecruiaTHBIM. Byab ocToposkeH,
Bellb Korja Tebe mpejiararoT OeCIUIaTHbI KOHTEHT, B HEM MOTYT OBITh
CKPBITHI KAKHE-TO TJIATHBIC YCITYTH;

2. Iymaii, mpexnae dem oTnpaBuTh SMS, dboto mmm Bumeo. Thl TOYHO

3HACIIIb, TJI€ OHU OYyT B KOHEUHOM UTOTE?

Heo0xoaumMo 0OHOBIATH ONEPALMOHHYIO CUCTEMY TBOETO cMapT(hOHa;

Hcrnions3yit aHTUBUPYCHBIE TPOTPAMMBI JJIsI MOOUIIBHBIX TeNe()OHOB;

B~ w
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5. He 3arpyxaii npuiio>keHusi OT HEU3BECTHOTO MCTOYHUKA, BEAh OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTPAaMMHOE 00ECTICUeHHE;

6. Ilocme Toro Kak THI BBIAACHIbP C caiTa, TJAE BBOAWI JIMYHYIO
uH(opMaIuio, 3aiiM B HACTPOIKK Opay3epa 1 yaaiu cookies;

7. Tlepuogwdeckn TPOBEpsd KakWe IUIATHBIC YCIYTHM aKTHBHPOBAHBI Ha
TBOEM HOMEDE;

8. Mamaii cBoii HOMEp MOOMIBHOTO Tee(oHa TOIBKO JIFOSIM, KOTOPHIX ThI
3HACIIIb U KOMY JOBEPSICIIIb;

9. Bluetooth gomxeH OBITH BBIKIIOYECH, KOTJIA ThI UM HE IMOJb3yerbcs. He
3a0bIBall MHOT 1A TIPOBEPSITH 3TO.

Online uepwi

COBpCMGHHI)Ie OHHaﬁH-HFpLI — 9TO KpaCOYHEIC, 3aXBaTbIBAIOIIUC
Pa3BJICUYCHUA, O6’I>€I[I/IH$IIOH_[I/I€ COTHH TbICAY 4YCJIIOBCK IIO BCEMY MHUDPY. HFpOKH
HCCIICAYIOT II&HHLIIZ UM MHUD, O6HlaIOTCSI Apyr € APYIOM, BBIIIOJHAKOT 3aJaHUA,
CpakaroTCca € MOHCTpaMHM H IIOJYy4YarOT OIIbIT. 3a YAOBOJIbCTBUC OHH ILJIATAT:
IMOKYIIaOT AUCK, OIIAYMBAIOT aOOHEMEHT WU HpI/I06peTaI-OT KaKHC-TO OIIIIHH.

Bce 3T cpeacTBa uayT Ha OAIEPKAHUE U PA3BUTHE UT'PHI, 4 TAKKE HA CaMy
0€30MacCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbl aBTOPHU3AIMU, BBIMTYCKAIOTCS HOBBIE
natyu (udpoBbIe 3arIaTKy JJIs1 IPOTPaMM ), 3aKPBIBAIOTCA YS3BUMOCTH CEPBEPOB.

B momo6GHBIX urpax CTOMT oOmacaTbCsi HE CTOJBKO CBOMX COIEPHUKOB,
CKOJIKO KpaXXM TBOEro IMapojs, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPU3ALUU
OOJBIIMHCTBA UTP.

OCHOBHBIE COBETHI 110 OE€30MaCHOCTH TBOETO UTPOBOI0 aKKAYHTA!

1. Ecnu napyroi urpok BeAeT ceOs II0X0 WM CO37aeT TeOe HePUITHOCTH,
3a0JIOKHPYH €ro B CIIUCKE UTPOKOB;

2. lloxamyiics aAMHUHHCTpAaTOpaM WIPbl HA IUJIOXO€ TMOBEIACHUE HSTOTO

UTPOKa, KEJIATEIbHO MPUJIOKHUTh KaKHe-TO JI0KAa3aTelIbCTBA B BHJIE

CKPHHOB;

He yxa3biBail Tnunyo nHGOpMaIMio B podaiiie urpsl;

YBakail Apyrux y4aCTHUKOB I10 UTPE;

He ycranasnuBaii HeopuimaabHbIe TATYU U MOJIBI;

Hcnonp3yii CII0XKHBIE U pa3HbIE MTApOJIH;

Jlaxxe BO BpeMsi UTPbl HE CTOUT OTKIIOYATh aHTUBHpYC. [loka ThbI

Urpaellb, TBOM KOMIBIOTEP MOTYT 3apa3UTh.

No ko

Duwune unu Kpasica TUYHbLX OAHHBIX

OObIYHOM Kpaxkell JeHer U IOKyMEHTOB CETOJIHS YK€ HUKOTO He yAUBHIIIb,
HO C pAa3BUTHEM HHTEPHET-TEXHOJIOTUH 3JIOYMBIIUICHHUKA IIEPEMECTUIIUCH B
UHTEPHET, U MPOJOJLKAIOT 3aHUMAThCS «TFOOUMBIMY JIEJIOM.
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Tax mosBUIach HOBas yrpo3a: WHTEPHET-MOIICHHMYECTBA WM (DUIIIHHT,
rJIaBHAs IEJh KOTOPOTO COCTOUT B TONYYCHHH KOH(DHIICHIIMANBHBIX JaHHBIX
MI0JIb30BaTeNIe — JIOTHHOB W mapoJiieil. Ha anrnmiickom si3eike phishing unraercs
kak ¢uimuHr (ot fishing — pe1OHast 0B, PASSWOrd — mapoJib).

OCHOBHBIE COBETHI 110 0OPHOE C PUIITUHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Eciu ThlI moj03peBaeiib, YTO TBOS aHKETa
Oblla B3JIOMaHa, TO HEOOXOauMO 3a0JOKHpOBaTH €€ U COOOLIUTH
aJIMMHHCTpATOpaM pecypca 00 3TOM KaK MOKHO CKOPEE;

2. Ucnonw3yit 6e3omacHbie BeO-CalThl, B TOM YHCIIC, HHTEPHET-Mara3nHoB
Y TIOUCKOBBIX CHUCTEM,;

3. Ucnonb3yit crnoxHble W pa3Hble mapond. Takum oOpa3om, eciu Teds
B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA MOJydYaT OCTYN TOJBKO K OJHOMY
TBOEMY IPO(DUIIIO B CETH, @ HE KO BCEM;

4. Ecnu T1eOs B31OManM, TO HEOOXOAMMO MpPEeAyNpennuTh BCEX CBOMX
3HAaKOMBIX, KOTOpbIE€ /100aBJIEHBl y T€Os B JPY3biX, O TOM, YTO TeOs
B3JIOMaJI M, BO3MOXKHO, OT TBOEro MMEHM OYyJEeT pacchliaTbCs ClaM U
CCBUJIKM Ha (PUILIMHTOBBIE CAWTHI;

5. YcranoBu HanexHbli mapoiib (PIN) Ha MoOUIBHBIN TenedoH;

OTKiII04M cOXpaHEeHHe Mmapos B Opaysepe;

/. He oTkpeiBaii (haiisibl U JIpyrue BIOKEHHS] B MUChMax JaXke €ClId OHU
OPUIUIA OT TBOMX Apy3el. Jlydine yTO4HHM y HUX, OTHPABISIN JU OHH
Tebe 3T (ailibl.

S

Lugposas penymayus

[Mudposas pemyTarus - 3TO HETaTUBHAsI WJIM MO3UTHBHAS WH(OpMAaIus B
cetu o Tebe. Kommpomerupyromas uHbopMalus pa3MelieHHas B WHTEPHETE
MOKET CEPhE3HBIM 00pa30M OTPA3UThCS HA TBOEH peaynbHOU xu3HU. «lludposas
penyTanus» - 3T0 TBOM UMHIIK, KOTOPBIA opMupyeTcs u3 uHpopmanuu o Tede B
UHTEpHETE.

TBoe MecTo JKHUTENIbCTBA, YueObl, TBO€ (DUHAHCOBOE TOJIOKEHHUE,
OCOOCHHOCTH XapaKTepa U pacckasbl 0 OJIM3KUX — BCE 3TO HAKAIIJIUBACTCS B CETH.

MHorue noApoOCTKH JErKOMBICIEHHO OTHOCSTCS K NyOJUKALMH JTUYHOU
uHpopmanuu B MHTEepHeTE, HE MOHKUMAas BO3MOXKHBIX mociaeAcTBUU. Thl naxe He
CMOXeEITb J0TagaThcsi 0 TOM, 4yTo doTorpadus, pa3MeIlleHHas 5 JIeT Ha3aj, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pazmenienue TBoux ¢otorpaduii u Ipyrue IeUCTBUS MOTYT
HE€ HCYE3HYTh JOaXe IIOCIE TOro, KaKk Thl MX YyJaIWIIb. Thl HE 3HAEHIb, KTO
COXpaHWI 3Ty HWHPOPMAIHIO, TOMajga JU OHAa B TIOMCKOBBIE CHCTEMBI H
COXpaHWIACh JIU OHA, a TJIABHOE: YTO MOAyMalOT O TeOe OKpYI)Kaloliee JIHO/IH,
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KOTOpbIE HaWAYT M yBUAAT 3T0. Haiitu nHopmannio MHOTO JIET CILyCTSI CMOKET
000 — KaK U3 100pbIX NOOYKIEHUH, TaK U C HAMEPEHUEM IPUYUHUTH Bpel. ITO
MOJKET OBITh KTO YTOAHO.

OcCHOBHBIE COBETHI O 3aLTUTE UPPOBON peryTaIiu:

1. Tlomymaii, mpexae 4eM 4YTo-TO MyONMKOBaTh M TepeAaBaTbh y cebs B
OJ0re UM B COLIMAIBHOM CeTH;

2. B nactpoiikax mpoduis YCTaHOBH OTPaHMYEHUS Ha MPOCMOTP TBOETO
npoduIs U €ero COAEP>KUMOTO0, ClIeTIail €ro TOIBKO «JUJIsSl IPY3ei»;

3. He pa3memait u He yka3biBail nH(OpMAIINIO, KOTOpasi MOXKET KOro-THO0
OCKOPOJISATH WA OOMKATh.

Aemopckoe npaso

COBpeMeHHBIe IMIKOJIbHHUKH— dAKTHUBHBIC IIOJIB30BATCJIN I_[I/I(i)pOBOFO
IIpOCTPaHCTBA. O,Z[HaKO JaJICKO HC BCC 3HAIKOT, 4YTO IIOJIB30BaAHUC MHOI'MMH
BO3MOXHOCTAIMH I_[I/I(i)pOBOI“O MHpa Tpe6yeT CO6J'IIOII€HI/IH IIpaB Ha
HHTCIJICKTYAJIbHYIO COOCTBEHHOCTb.

TepMuH «uHTENIEKTYyadbHasi COOCTBEHHOCTb» OTHOCUTCS K pa3iMYHbIM
TBOPEHUSIM YEJIOBEYECKOIO0 YyMa, HAyMHas C HOBBIX HM300pETEHH U 3HAKOB,
0003HavyaroIMX COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTU , U 3aKaHUYMBAsl KHUTaMH,
doTorpapusiMu, KHHOQUIEMaMH U MY3bIKAJIbHBIMU TTPOU3BEACHUSMU.

ABTOpCKHE TpaBa — 3TO MpaBa HA MHTEUICKTyaIbHYI0 COOCTBEHHOCTh Ha
MPOM3BEICHUS HAYKH, JINTEPATYPbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYIAIOT B
KaueCTBE TapaHTUHM TOTO, YTO HMHTEIJICKTYaJIbHBIN/TBOPUECKUNA TPYJ aBTOpa HE
OyZneT HampacHbIM, JacT €My CIpaBeJIUBbIe BO3MOXKHOCTH 3apaboTaTh Ha
pe3ysbTaTax CBOETO TpyHAa, MOJYyYUTh U3BECTHOCTh W mpusHaHue. Hukro 6e3
paspeuieHus aBTOpa HE  MOXKET  BOCHPOU3BOJAUTH  €r0  IPOU3BEICHMUE,
pacnpocTpaHsiTh, MyOJIUYHO JEMOHCTPUPOBATH, MPOJABATh, WMIIOPTHPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJHATH, MOKA3bIBATH/UCIIONHATH B dDUpe WU
pasMmewars B IHTEpHETE.

Hcnonp30BaHne  «IUPATCKOrO»  MPOIPAMMHOTO  OOECIIEYEHMS] MOKET
IIPUBECTM K MHOTMM pHCKaM: OT NOTEPU [NAHHBIX K TBOUM aKKAayHTaMm JI0
OJIOKUPOBKH TBOETO YCTPOWCTBA, I'/I€ YCTAHOBJIEHHBIM HE JierajibHasl mporpamma.
He crout Ttakxe 3a0bIBaTh, 4YTO CYIIECTBYET JIErajibHble W OECIUIaTHbBIE
IIPOTPaMMBbI, KOTOPBIE MOKHO HAWTH B CETH.

O nopmarne

CereBu4OK.p(h — TBOI TIIaBHBIN COBETYUK B CETH. 3/1€Ch Thl MOXEIITh y3HAThH
0 0€30MaCHOCTH B CETH MOHATHBIM U JIOCTYIHBIM S3BIKOM, a TP BO3HUKHOBEHHUH
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KPUTHYECKON CUTyallun OOpaTUThCA 3a COBETOM. A TaKXe MPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM IIU(POBBIM IPaskIaHUHOM !






